RED TEAM INFRASTRUCTURE

CLOAKING [THE CZ

BSides Calgary 2026

A PRESENTATION BY
RBT SECURITY




$whoami

CHRISTIAN RAMIREZ [@polunchis]

~20 years of experience

Exploit-DB Author & Offensive Security
Content Creator
Focus:

Threat Emulation
Exploit & Malware Development

ASIF KHAN [@0xAS1F]

~7 years of experience

CRTO | CPTS | GCP PCSE
Focus:

Multi Cloud & Hybrid Networks
High fidelity threat simulation




OBJECTIVES

OPERATIONAL

The Problem: Why standard C2 gets burned

The Architecture: Hybrid cloud + on-prem

setup

Phase | Traffic Obfuscation (Cloudflare)

Phase 2 Smart Redirection (Nginx vs Socat)

PNhase A:

PNhase 4.

‘he Tunnel (Bridging the gap)

Multi-C2 framework Installation

Phase 5: Live Demo & Lessons Learned
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What is the problem?

C2 TRAFFIC

No Decoy websites
Static IPs for teamservers
No SSH Tunnels
INFRASTRUCTURE
No DNS or Reverse Proxy

Open Ports

COMPROMISED
ENDPOINT

No Redirectors

DATA EXFILTRATION
CHANNEL




If @ node Is burned, the operation must survive.

- Static |IPs = Instant Block
- Direct Connections = Operator ldentity Exposed

- Domain Reputation = Hard to build, easy to lose

- |OC Sharing = Blue teams share indicators globally
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THE
BLUEPRINT




Hybrid Infrastructure Overview

We use the Cloud to shield us, but we keep the brains (the C2 data) safely on-premise.
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Hybrid Multi C2 Red Team Infrastructure

ON-PREM

KALI VM WITH C2 SLIVER 443
FRAMEWORKS

TARGET MACHINE

HAVOC 9090
TUNNEL

REMOTE PORT FORWARDING

EMPIRE 8888
OPERATORS

MYTHIC 7777 TUNNEL

_ REMOTE PORT FORWARDING
ADAPTIX 9999

COBALTSTRIKE 4444

NGINX RULES
MATCH
DOES NOT RULES
MATCH

NGINX -1
CLOUD 8080

\ 4

® @ hitps//domain.com

DOMAIN 1

REDIRECTED
C2 TRAFFIC

TUNNEL <«

DECOY WEBSITE
WILL BE SERVED

NGINX - 2 REDIRECTED

TUNNEL B
cLouD soso C2 TRAFFIC q "

DOMAIN 2




PHASE 1.

Traffic
Opbtuscation




The Shield: Cloudflare DNS

Valid SSL: Free, trusted certificates (Green padlock)

Traffic Obfuscation: Looks like legitimate web traffic
Under Attack Mode: Can block scanners and automated tools

IP Protection: Backend VPS IP never exposed
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PHASE 2:
Redirection




The Gatekeeper: NGINX

Implant Traffic Researcher/Scanner
User-Agent matches User-Agent doesn't match
> Forwarded to C2 > Decoy Website

The Decoy: A fully functional, boring website (e.g. generic tech blog)

hosted on the same server.
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NGINX Configuration

The Secret Handshake

server {
listen 80;
server_name apl.exifdetox.com;

location / {
if ($http _user _agent = "RBT_Agent v1") {

proxy pass http://127.0.0.1:8080;
break;

root /var/www/html/legit-site;
1index 1ndex.html;

This simple If statement is what saves our infrastructure from pbeing

discovered by scanners.




Fallback: Socat Redirection

The

Alternative

socat TCP4-LISTEN:443,fork TCP4:127.0.0.1:443

Sometimes Nginx strips headers or
breaks complex payloads (like mTLS).

Extremely reliable
Handles raw TCP

No header inspection

CONS

Less stealthy
No decoy site capability
All traffic passes through




The
Tunnel




Bridging the Gap: Auto-SSH

# FROM ON-PREM KALI (initiates connection OUT)
ssh -N -R 8080:1ocalhost:8080 useracloud-vps-1ip

# Multiple C2s simultaneously
ssh -N -R 443:1localhost:443 \
-R 8080:1localhost:8080 \
useracloud-vps-1ip

. No Open Ports: Connection initiated FROM behind firewall

. Persistence: Configured as systemd service with Restart=always
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PHASE 4:

Sliver, AdaptixC2
& HavocC.




Sliver C2 Framework

443 (HTTPS/mTLS)
Multi-player Teamserver
Generated for Redirector logic
Mutual TLS for encrypted communication

Extremely stable, robust, industry-

standard

VPS:443 5 Kali:443 (Sliver)
VPS:8080 - Kali:8080 (Havoc)
VPS:9000 - Kali:9000 (Empire/AdaptixC2)




Havoc C2 Framework

On-disk files > WdFilter.sys (kernel) +
MsMpEng.exe (user - AMSI).

On-access / Real-time protection » WdFilter.sys +

MsMpEng.exe
9090 (HTTP)

Custom profiles mimic legitimate traffic to

evade detection.

Amazon/Google headers for blending

Modern GUI, excellent for post-exploitation




LIVE
DEMO
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macuser@nac0S ssh kali€192,168.115.159]
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LESSONS
LEARNED




Final Architecture Status

Why standard C2 gets burned

Operator |ldentity Protected
VPS nodes are disposable (Cattle, not Pets)
Works with any C2 (Havoc, Sliver, Mythic, Empire)
Cheap VPS + Free Cloudflare
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